RDWeb 2FA Two-Factor Authentication - LoginTC
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Overview

The LoginTC RD Web Access Connector protects access to your Microsoft Remote
Desktop Web Access by adding a second factor LoginTC challenge to existing username
and password authentication. The connector protects both web and RemoteApp web feed
access, and works in conjunction with the LoginTC RD Gatway SSO Connector to provide a
seamless and protected Remote Desktop experience.

If you would like to protect just your RD Gateway without protecting RD Web Access then
you may be interested in the: LoginTC RD Gateway with RADIUS Connector.

Subscription Requirement
Your organization requires the Business or Enterprise plan to use the LoginTC RD Web
Access Connector. See the Pricing page for more information about subscription options.

User Experience

After entering the username and password into the RD Web Access login, the user is
shown a selection of second factor options. The user clicks a button to receive a LoginTC
push notification, authenticates and is logged in.

Video Instructions
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Watch Video At: https://youtu.be/1mcOrYjtQll
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Authentication Flow

1. A user attempts access to Remote Desktop Web Access with username / password
2. The username / password is verified against an existing first factor directory
(i.e. Active Directory)

3. The request is trapped by LoginTC RD Web Access Connector and an authentication
request is made to LoginTC Cloud Services

. Secure push notification request sent to the user’s mobile or desktop device

. User response (approval or denial of request) sent to LoginTC Cloud Services

. The LoginTC RD Web Access Connector validates the user response

. User is granted access to RD Web Access portal

. User clicks on one of the available applications / remote desktop sessions from the
portal

. The RDP file connects with Remote Desktop Gateway

10. The LoginTC RD Gateway Connector validates the RDP file and the user is granted

access to remote resource

o N O O b
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Prerequisites
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Before proceeding, please ensure you have the following:

e LoginTC Admin Panel account

e Microsoft Windows Server 2012 R2, Windows Server 2016, Windows Server 2019 or
Windows Server 2022

o Remote Desktop Web Access role

* Remote Desktop RD Gateway role (may be on the same host as the RD Web Access
role)

o Working Remote Desktop Web Access Deployment

.NET Framework 4.5.2 or higher

Working Remote Desktop Web Access Deployment
It is strongly recommended that you have a working and tested Remote Desktop Web
Access deployment prior to adding LoginTC authentication.

Create Application

Start by creating a LoginTC Application for your deployment. An Application represents a
service (e.g. An application is a service (e.g., VPN or web application) that you want to
protect. e) that you want to protect with LoginTC.

Create a LoginTC Application in LoginTC Admin Panel, follow Create Application Steps.

If you have already created a LoginTC Application for your deployment, then you may skip
this section and proceed to Installation.

Normalize Usernames
Usernames in RD Web are typically in the form “CORP\john.doe”, while in the LoginTC
Admin Panel it is generally more convenient to simply use “john.doe”.

Configure Normalize Usernames from the Domain settings by navigating to Domains >
Your Domain > Settings.

Select Yyes, Normalize Usernames scroll down and click Update.

Installation (RD Web Access)
Follow the instructions to install the LoginTC RD Web Access Connector on a server with
the RD Web Access role:

1. Download the latest version of the LoginTC RD Web Access Connector
2. Run the installer file as a privileged administrator user.

3/25


https://cloud.logintc.com/
https://cloud.logintc.com/
https://www.logintc.com/docs/guides/applications#creating
https://www.logintc.com/docs/downloads/rd-web-access-connector

3. Press Next.

Welcome to the LoginTC RD Web Access
Connector Setup Wizard

The Setup Wizard wil install LoginTC RD Web Access
Caonnector on your computer, Click Mext to continue ar
Cancel to exit the Setup Wizard,

End-User License Agreement

Please read the following license agreement carefully

End User License Agreement

BY DOWHNLOADING, ACCES5ING, INSTALLING OR USING THE
SCFTWARE AND DOCUMENTATICN ("SOFIWARE™), YOU AGEEE
TC THE TEEMS CF THIS EULA. IF YOU DO NOT AGEEE TO
THE TEERMS CF THIS EULA, DO NOT DOWNLOAD, INSTALL,
ACCESS COR USE THE SO0FIWARE. THIS EULAR CONTATNS
DISCLATMERS CF WARERANTIES AND LIMITATICNS COF
LIABILITY AND EXCLUSIVE EEMEDIES. THE PRCOVISICNS
BELOW FCEM THE ESSENTIAL BASIS OF COUR AGREEMENT.

[+11 accept the terms in the License Agreement
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5. Change the LoginTC API Host only if you have a private enterprise LoginTC
deployment. Press Next:

ﬁ Cenfiguration: LoginTC —

>
Configuration: LoginTC
Configure how the connector communicates with LoginTC 0 l

LoginTC API Host:

doud. logintc. com

The fully qualified domain name (FQDM) of the LoginTC API host. Change this only if you
hawe a private LoginTC enterprise deployment. The default public LoginTC API host is
doud. logintc, com,

6. Enter your LoginTC Application ID and Application APl Key. These values are
found on your LoginTC Admin Panel. Press Next.

ﬁ Cenfiguration: LoginTC —

>
Configuration: LoginTC
Configure how the connector communicates with LoginTC 0 l

Application ID:

The 40-character hexadedmal LoginTC application identifier.

Application API Key:

The 64-character alphanumeric LoginTC application API key.
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7. Choose a secret to use for encrypting and signing RD Web Access sessions. If you
already have an RD Web Access secret key, then enter it. Press Next.

Configuration: RD Web Access
Configure the connector and press Mext 0 I'

Web Access Secret Key:

Generate

Choose a random secret key to use to sign and encrypt HTTP cookies for RD Web
Access, If you have a farm of RD Web Access hosts, they should all use the same secret
key so either hostin the farm can read the cookies.

8. Enable RD Gateway SSO if you plan to install the LoginTC RD Gateway SSO
Connector on your RD Gateway server. Press Next.

Configuration: RD Gateway S50
Configure the connector and press Mext 0 I'

The LoginTC RD Web Access Connectar is intended to wark with the LoginTC RD
Gateway 550 Connector to provide seamless single sign-on when launching apps from
the RD Web Access interface. If enabled, users are challenged with a LoginTC request
only once at the time when they log in to the RD Web Access page. In a typical setup
you will have the LoginTC RD Gateway 550 Connector installed on a secondary RD
Gateway host or farm. Do you wish to enable RD Gateway 5507

[#] Enable RD Gateway S50
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9. Enter your RD Gateway details. See Appendix A: RDP Cert for more information
about the signing certificate.

Configuration: RD Gateway 550
Configure the connector and press Mext 0 I'

550 Host:

The fully qualified domain name (FQDM) of your RD Gateway 550 host or farm.

Certificate Thumbprint:

The 40-character hexadedmal thumbprint of your RD Web Access certificate. This
certificate is used to sign the spedally-generated RDG 550 ROP files, Enter the
thumbprint without any spaces.

10. Choose a RD Gateway SSO Secret Key to use to generate RDG SSO access
tokens. Save this key as you will need it for the LoginTC RD Gateway SSO Connector
installation. Press Next.

Configuration: RD Gateway SS0
Configure the connector and press Mext 0 '

550 Secret Key:

A random secret key used to generate and verify RDP S50 tokens. This secret key
needs to be entered on the LoginTC RD Gateway 550 installer as well, This key should
not be the same as your LoginTC organization APT key or Web Access Secret Key.,
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11. Press Next.

Ready to install LoginTC RD Web Access Connector 0‘ )

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

12. Press Finish

Completed the LoginTC RD Web Access
Connector Setup Wizard

Click the Finish button to exit the Setup Wizard,

Cancel
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The LoginTC RD Web Access Connector is now installed and protecting your RD Web
Access. If you selected to use RD Gateway SSO, you should now open the LoginTC RD
Gateway SSO Connector Administration Guide and follow the instructions to install the
LoginTC RD Gateway SSO Connector.

Installation (RD Gateway SSO)

The LoginTC RD Web Access Connector works in conjunction with the LoginTC RD
Gateway SSO Connector to protect access to your Microsoft Remote Desktop Gateway
with a second-factor LoginTC challenge. To install the LoginTC RD Gateway SSO
Connector on a server with the RD Gateway role:

IIS service reset
The installer will restart 1IS services upon completion and this will impact other dependent
services. We recommend performing these actions during a change windows.

1. Download the latest version of the LoginTC RD Gateway SSO Connector

2. Run the installer file as a priviliged administrator user. The user must have permission
to configure and restart IIS.

3. Press Next.

e LoginTC RD Gateway 55O Connector Setup [ = [ o ]

Welcome to the LoginTC RD Gateway
SSO Connector Setup Wizard

g The Setup Wizard wil install LoginTC RD Gateway 550
Connector 0.9.0.0 on your computer, Click Mext to continue
ar Cancel to exit the Setup Wizard.

LoginTC

Back Mext | | Cancel
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4. Read the License Agreement and press Next if you accept the terms.

End-User License Agreement
Flease read the following license agreement carefully 0 '

End User License Agreement

BY DOWHNLOADING, ACCES5ING, INSTALLING OR USING THE
SCFTWARE AND DOCUMENTATICN ("SOFIWARE™), YOU AGEEE
TC THE TEEMS CF THIS EULA. IF YOU DO NOT AGEEE TO
THE TERMS OF THIS EUL&A, DO NOT DOWMNLOAD, INSTALL,
LCCESS CR USE THE SCFIWARE. THIS EULR CONTATNS
DISCLATMERS OF WARRANTIES AND LIMITATICNS CF
LIABILITY AND EXCLUSIVE EEMEDIES. THE PRCOVISICNS
BELOW FORM THE ESSENTIAL BASIS OF OUR AGREEMENT.

[#] I accept the terms in the License Agreement

5. Enter the SSO Secret that you set when you installed the LoginTC RD Web Access
Connector. Press Next.

Configuration
Configure the connector and press Mext 0 I

550 Secet:

The 550 Secret is a secret key that you chose when you installed the LoginTC RD Web
Access Connector, This secret enables communication between the LoginTC RD Web
Access Connector and the LoginTC RD Gateway Connector,
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6. Press Install.

Ready to install LoginTC RD Gateway S50 Connector 0‘ )

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

7. Press Finish.

Completed the LoginTC RD Gateway S50
Connector Setup Wizard

Click the Finish button to exit the Setup Wizard,

Cancel
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Direct RD Gateway Access

This RD Gateway will only work with RD Gateway SSO access tokens generated by the
LoginTC RD Web Access Connector. If you would like your users to still correct directly to
the gateway (instead of going through RD Web Access) then you will need a secondary RD

Gateway host.

Configuration for RDWeb MFA

Network Policy Server

Perform the following steps on the host running the RD Gateway role where you installed

the LoginTC RD Gateway SSO Connector.

1. Open Network Policy Server from the Start menu on your host running the LoginTC

RD Gateway SSO Connector.
2. Expand the Policies — Network Policies tree in the side menu.

e

MNetwork Policy Server

(==l

File Action View Help

«= #nE B

& NPS (Local)
4 [~ RADIUS Clients and Servers
5 RADIUS Clients
5 Remaote RADIUS Server Groups
4 E‘f Policies
[ Connection Request Policies
] Health Policies
4 5 Metwerk Access Protection
I = System Health Validators
ﬂ Remediation Server Groups
‘EI Accounting
4 Wl Temnplates Management
J’_E‘]' Shared Secrets
5 RADIUS Clients
ﬂ Rermote RADIUS Servers
J’_E‘]' IP Filters
] Health Policies
iﬂ Remediation Server Groups

Network Policies

[ Network policies allow you to designate who is authorized to connect to the network and the circumstances under

which they can or cannot connect.
Palicy Name Status Processing Order  Access Type £
E RDG_CAP_AllUsers Enabled 1 Grart Access F
;ﬂ— RDG Marker Policy {385F7B54-FCES-455-AEBF-DFBE27A44068} -  Enabled 2 Deny Access F
,[_ﬁCannedions to Microsoft Routing and Remote Access server Enabled 3 Deny Access L
,EjCannacuons to other access servers Enzbled 4 Deny Access L

£

Condtions - I the following conditions are met:

Congdition Value

MAS Port Type  Virtwal (VPN)

User Groups EXAMPLE \Domain Users
Called Station D UserAuth Type:(PWICA)

< [

Settings - Then the following settings are applied:

Setting Walue
Ignore User Dial-In Properties  True

Access Permission Grant Access
Authertication Method Allow Unautherticated Access
T5G-Device-Redirection 1073741824

3. Right click on the desired target RDG CAP policy (default is RDG_CAP_AIllUsers)

and click on Properties
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4. Under the Conditions tab, ensure that cA is listed in the Called Station
ID condition: UserAuthType: (PW|CA).

RDG_CAP_AllUsers Properties -

m Conditions | Constraints | Settings

Corffigure the conditions for this network policy.

If conditions match the connection request, NPS uses this policy to authorize the connection request. If conditions do not match the
connection request, NP S skips this policy and evaluates other policies, if additional policies are configured.

Condition Value
&8 NAS Port Type Virtual (WVPN)
éE, User Groups EXAMPLE \Domain Users
a Called Station 1D UserAuth Type:(PWICA)

Condition description:

The Called Station |D condition specifies a character string that is the telephone number of the network access server (NAS). You can use
pattem matching syntax to specify area codes.

[ ok || cance Apply

5. Press Apply.

Usage
Your users may interact with your RD Web Access deployment in several ways. This
chapter details the user experience for each interaction.

User Prerequisites

For the best user experience, the end user should use the following environment to access
RD Web Access features:

» Microsoft Windows 7 or higher
e |E8 or higher

Users running Windows with a non-IE browser can launch RDP files using the built-in
Remote Desktop Client (supporting RDP 7.0 or higher). Users running OS X can launch
RDP files using the Microsoft Remote Desktop Client for Mac.

RD Web Access Usage
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When a user navigates to your RD Web Access end-point in their browser they are
presented with the standard RD Web Access login page. After successfully logging in with
their username and password, they are brought to the LoginTC login page which presents
options for the second-factor LoginTC authentication. The user is then brought to the RD
Web Access page after successfully authenticating with LoginTC.

The RD Web Access initial login page where the user enters their username and password
is unmodified.

- O X
e | & https://rdweb.example.com/RDWeb/Pages/en-US/login.aspx P-mha= ({2 RD Web Access x {n ‘d,“" {::’ '3:':':3'

E L Work Resources
%)

- RemateApp and Desktop Cennection

Help
Domain\user name: IEXAMPLE\jdoe
Password: I ooooooooo
Security (show explanation)
®)  This is a public or shared computer
() Thisis a private computer
.

After successfully authenticating with their username and password, the user is presented

with options to log in with LoginTC. The user may select to authenticate using LoginTC
push, bypass codes, or OTPs.
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e @ https://rdweb.example.com/RDWeb/logintc/logintc.aspx?redirect=2%2F O = (0 @ = @ LoginTC

o LoginTC

Approve access with second factor authentication.

® LoginTC Push

(O Bypass Code

O oTP

Cancel and log out

If the user selects LoginTC push, they are informed to approve the LoginTC requst on their
device. The user is also presented with an option to remeber their LoginTC login choice.
The next time the user logs in they will automatically receive a LoginTC push notification.
The user may also cancel the login attempt and return to the login page.

a @ https://rdweb.example.com/RDWeb/logintc/legintc.aspx?redirect="3:2F ,0 ~-ha-> @ LoginTC

o LoginTC

Approve the LoginTC request on your device.

[ Always use LoginTC Push

Cancel and log out

Published Apps Usage
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Once logged in, a user launches a published app by clicking on an application icon, which
downloads and launches a new dynamically generated RDP file containing an RDG SSO
access token. This access token, which is only valid for 60 seconds, is sent to the RD
Gateway running the LoginTC RD Gateway SSO Connector to authenticate with the
gateway.

e & https://rdweb.example.com/RDWeb/Pages/en-US/default.aspx L~ma=» (& RD Web Access X {n g ‘:::’ '::'v:'::'

&4‘ Work Resources

- RemateApp and Desktop Cennection

RemoteApp and Desktops Connect to a remote PC Help Sign out

Current folder: /

@ 9 & a E

Calculztor Mozilla Paint Remote Windows ‘WordPad
Firefiox Desktop Powershell
Connection

RDP File Launching

The RDP file is automatically launched when running Internet Explorer on Windows. All
other browsers and operating systems download the RDP file, requiring the user to
manually launch the RDP file.

Password Prompt

The RD Gateway SSO access token authenticates the user only to the RD Gateway. The
user may still be prompted for their Windows credentials to authenticate with the RD
session host if they are not using Windows, or this is their first time connecting, or the user’s
computer is not part of the RD session host domain, or the RD session host does not allow
remote SSO credential passing. See Enable RDC Client Single Sign-On for Remote
Desktop Services.

HTMLS5 Web Client Usage

After entering their username and password, the user is sent a LoginTC push request. After
approving the request, the user is shown their available applications.
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im] @ Remote Desktop Web Client *® + = O >

< O (O) https://cyphercor-labs.com/RDWeb/webclient/index.html {‘E

itz All Resources q Work Resources

~ Work Resources

Calculator mstsc Paint WordPad

The user can then click on an application to launch it.
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im] @ Remote Desktop Web Client *® + = O >

< G (ﬂ) https://cyphercor-labs.com/RDWeb/webclient/index.html {\E z

Sign in

User name

Privacy policy

RD Gateway Considerations

The HTMLS Web Client does not support the LoginTC RD Gateway SSO Connector. To
prevent single-factor authentication access directly to the RD Gateway, we recommend
limiting RD Gateway access to the internal host running the RD HTMLS Web Client or
installing the LoginTC Windows Logon & RDP Connector on the RD Session Host(s).

RemoteApp Usage

The RD RemoteApp web feed allows the user to see a list of the RemoteApp published
apps available to them, directly from the Start menu. This is a convenient way for users to
launch their remote applications.

The LoginTC RD Web Access Connector protects the Remote Desktop RemoteApp web
feed login with an additional LoginTC two-factor challenge. Under normal conditions, a user
only authenticates with the RemoteApp web feed once.

RemoteApp user flow:
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1. The user begins by adding a RemoteApp connections, like normal.

. Access Remotelpp and desktops

Enter your email address or connection URL

Email address or connection URL:

https://rdweb.example.com/RDWeb/Feed/webfeed.aspx

Exarnples:
https://contoso.com/RDOWeb/Feed /webfeed.aspx
john@contoso.com

2. The user then enters their username and password, like normal.

Windows Security >

Enter your credentials

These credentials will be used to connect to rdweb.clabs.cyphercor.com
and the Remotefpp and desktop rescurces it provides,

| EXAMPLE)jdoe |

2

Damain: EXAMPLE

[ ]Remember my credentials

Cancel
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3. The user is presented with a loading spinner while a LoginTC push notification is sent
to their device. The user has 60 seconds to approve the request.

Access Remotelpp and desktops
PP p

Adding connection resources...

Cancel

20/25



4. The user is presented with a list of their RemoteApp published apps (which can also
be found in the Start menu). Starting a remote app will challenge the user for their
Windows credentials and perform authentication with both the RD Gateway and the
session host unless the user already has a connection established with the RD
session host, in which case, the remote app will open without any additional

challenges.
| [ = | Work Resources (RADC) — O »
Home Share View 0
“ v <« Prog.. » Work Resources (RA.. v @ Search Work Resources (RADC) 0
7+ Quick access ,j Calculator (Work Resources)
I Desktop = Mozilla Firefox (Work Resources)
a2) Paint (Work Resources)
; Downloads ]
. bﬂemate Desktop Connection (Work ...
[ Documents E§ Windows PowerShell (Work Rescurc...
| Pictures E,Wu:-rdl:'ad Work Resources)
E Mowvies
J‘l Music
@ Onelrive
= This PC
¥ Metwork
B items == =

Using RemoteApp and RDG SSO

If you installed the LoginTC RD Web Access Connector with the RDG SSO option then your
deployment will require a secondary RD Gateway to support RD RemoteApp. This
secondary RD Gateway must not use the LoginTC RD Gateway SSO Connector and must
be set as the RD Gateway server in your Remote Desktop deployment configuration. We
recommend that you configure this secondary RD Gateway to use the LoginTC RADIUS
Connector for authentication so that it's also protected with two-factor authentication.

Logging
The LoginTC RD Web Access Connector logs events to the Microsoft Event Viewer
under Applications and Service Logs — LoginTC. LoginTC RD Web Access Connector

event logs are helpful in debugging issues.
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2] Event Viewer
File Action View Help
o &=

- O x
@ Event Viewer (Local) LoginTC Number of events: 7

_‘—;.}: Custom Views -
_»“‘J Windows Logs Level Date and Time Source Event D Task Cat...
v _EI Applications and Services Logs ® Information 1/11/2018 9:03:47 PM LoginTC AD F5 Connector 0 Mone
[ ADFS @Information 1/11/2018 9:03:39 PM LoginTC AD F5 Connector 0 MNone
] Device Registration Service @ Information 1/11/2018 &:57:54 PM LoginTC AD F5 Cennector 0 Mene
[] Forefront Identity Manager Synchronization | || (S{TEl T 1/11/2018 8:52:40 PM LoginTC AD FS Connector 0
{5 Hardware Events (i)Information  1/11/2018 8:52:28 PM LoginTC AD FS Connector 0 Nene
{5] Internet Explorer @ Information 1/11/2018 8:51:46 PM LoginTC AD F5 Connector 0 MNone
{&] Key Management Service (i)Information  1/11/2018 8:50:23 PM LoginTC AD FS Connector 0 None
] LoginTC
] Microsoft
[ Microsoft Azure AD Sync/Debug
[ Microsoft Azure AD Sync/Operational
a Windows PowerShell
[-3 Subscriptions
Event 0, LoginTC AD FS Connector x
General Details
~
Successfully authenticated LOGINTCDEMO\jdoe
Log Name: LoginTC
Source: LoginTC AD FS Connector  Logged: 1/11/2018 8:52:40 PM
Event ID: 0 Task Category: Mone
Level: Information Keywords: Classic
User: N/A Computer: w-2016-adfs-1.logintcdemo.com w

Passthrough

Passthrough allows you to specify which set of users should be challenged with LoginTC
second-factor authentication, and which ones will not. This is often useful when testing and
when rollying out a deployment to minimize the impact on others. The passthrough settings
are configured on the host running the LoginTC RD Web Access role.

Static User List

Setting a static user list tells the LoginTC RD Web Access Connector which users must be
challenged for LoginTC second-factor authentication. All other users will be passed through
without requiring a second-factor authentication.

Instructions to set a static list of users to be challenged:

1. Navigate to C:\Program Files\Cyphercor\LoginTC RD Web Access Connector on
the host running the RD Web Access role.

2. Create a new file users. txt in Notepad.

3. Populate the file with a list of users, one line at a time, in the following
format: DOMAIN\username

4. Save the file.

5. Your change will be picked up by the connector within 60 seconds.
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If the users. txt file does not exist then all users will be challenged with LoginTC second-
factor authentication.

Group List

Setting a group list tells the LoginTC RD Web Access Connector which AD security group
members must be challenged for LoginTC second-factor authentication. All other users not
belonging to any of the listed AD security groups will be passed through without requiring a
second-factor authentication.

Instructions to set a list of AD security groups to be challenged:

1. Navigate to C:\Program Files\Cyphercor\LoginTC RD Web Access Connector on
the host running the RD Web Access role.

2. Create a new file groups. txt in Notepad.

3. Populate the file with a list of AD security groups, one line at a time.

4. Save the file.

5. Your change will be picked up by the connector within 60 seconds.

If the groups. txt file does not exist then all users will be challenged with LoginTC second-
factor authentication (unless a static user list file exists).

Appendix A: RDP Cert

The LoginTC RD Web Access Connector signs RDP files using your RD Web Access HTTP
domain certificate. In order for the signing to work, you must provide the certificate
thumbprint during the LoginTC RD Web Access Connector installation, and also grant read
access to the IS process for the certificate.

Follow these instructions to get your certificate thumbprint:

1. Run certim.msc (Manage Computer Certificates) on the host running the RD Web
Access role.

2. Find your RD Web Access domain certificate (usually under Personal — Certificates).
3. Double click on the certificate.
4. Press the Details tab.

23/25



5. Scroll to the bottom of the details and copy the Thumbprint value.

p Certificate -

Details | Certification Path

Show: | <All= W |

Field Value #
.ﬁ.uﬂ'u::nritg.-' Key Identifier KeylD=a3 4a 6a 6304 7ddd ...
.ﬁ.uﬂﬁnrity Information Access  [1]Authority Info Access: Acc...
Subjeu:t Alternative Mame DMS Mame=rdweb.dabs.cyph...
@CErﬁﬁcate Policies [1]Certificate Policy:Policy Ide...
QKEY Isage Digital Signature, Key Endpher. ..
Qﬁasic Constraints Subject Type=End Entity, Pat... | =
BThumbprint algorithm shal

333237776 160ff004ad ...

b 33 23 77 76 16 0f £0 04 ad be 0O 4f 93 13
4f =8 782 03 97

Edit Properties. .. || Copy to File. .. |

Appendix B: RDP Cert Permissions

You must grant read access to your RDP signing certificate to the IIS RD Web Access user
so the LoginTC RD Web Access module can sign the generated RDP files. To grant
permission:

1. Run certim.msc (Manage Computer Certificates) on the host running the RD Web
Access role.

2. Find your RD Web Access domain certificate (usually under Personal — Certificates).

3. Right click on your certificate and click on All Tasks — Manage Private Keys...

4. Press the Add button to add a new permission.

5. Press the Locations... button and select the local computer.

6. Enter 1IS APPPOOL\RDWebAccess into the textarea and press OK.

7. Uncheck Full control next to Allow since only Read permissions are necessary.
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8. Press Apply.

Uninstallation

To uninstall the LoginTC RD Web Access Connector / LoginTC RD Gatway SSO Connector,
simply navigate to the Add or remove programs in the Windows Control Panel, find
LoginTC RD Web Access Connector / LoginTC RD Gatway SSO Connector in the list and

follow the prompts.

Troubleshooting
Email Support

For any additional help please email support@cyphercor.com. Expect a speedy reply.

. Permissions for rdweb.clabs.cyphercor.com p_-

Security

GI'DIJIJ Qr User names:

52 SYSTEM
i!‘ METWORK SERVICE
i!‘ﬂdministmtnrs (W-RDS5-1"Administrators)
82 RDWebAccess
| Add | | Remove |
Pemissions for RDWebAccess Allow Dery
Full contral |:| O]
Read ]

Special pemissions

For special pemissions or advanced settings,
click Advanced.

OK || Cancel || Apply
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