Two-factor authentication for WatchGuard Access Portal

logintc.com/docs/connectors/watchguard-access-portal

Overview

LoginTC protects access to your WatchGuard Access Portal using SAML SSO. The
LoginTC AD FS Connector protects access to your Microsoft Active Directory Federation
Services (AD FS) by adding a second factor LoginTC challenge to existing username and
password authentication. The LoginTC AD FS Connector provides a LoginTC multi-factor
authentication (MFA) method to your AD FS deployment, used by your WatchGuard Access
Portal.

Subscription Requirement
Your organization requires the Business or Enterprise plan to use the LoginTC AD FS
Connector. See the Pricing page for more information about subscription options.

User Experience

After clicking on LoginTcC from the WatchGuard Access Portal and entering the username
and password into the AD FS login page, the user is shown a selection of second factor
options. The user clicks a button to receive a LoginTC push notification, authenticates and
is logged in.
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Authentication Flow

1. A user attempts access to WatchGuard Access Portal with username / password
2. A SAML request is made to AD FS
3. The username / password is verified against an existing first factor directory
(i.e. Active Directory)
4. The request is trapped by LoginTC AD FS Connector and an authentication request is
made to LoginTC Cloud Services
. Secure push notification request sent to the user’s mobile or desktop device
. User response (approval or denial of request) sent to LoginTC Cloud Services
. The LoginTC AD FS Connector validates the user response
. User is granted access to WatchGuard Access Portal

0 N O O

Prerequisites
Before proceeding, please ensure you have the following:

o WatchGuard appliance with Access Portal support

o WatchGuard Fireware 12.1.1

e LoginTC Admin Panel account

» Active Directory Federation Services (AD FS) Host, Microsoft Windows Server 2016
(or Windows Server 2012)

o WatchGuard Access Portal configured with federation to your on-premise AD FS

WatchGuard Resources:
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Working WatchGuard Access Portal Federation Deployment
It is strongly recommended that you have a working WatchGuard Access Portal with

federation against your on-premise AD FS prior to adding LoginTC multi-factor
authentication.

LoginTC Domain Creation

Create a LoginTC domain in LoginTC Admin Panel. The domain represents a service
(e.g. your corporate AD FS) that you want to protect with LoginTC. It will contain token
policies and the users that access your service.

If you have already created a LoginTC domain for your AD FS deployment, then you may
skip this section and proceed to Installation.

1. Log.in to LoginTC Admin
2. Click Domains:
3. Click Create Domain:

a LOg"’]TC Example Inc. & Docs . Support & administrator@example.com ~

GENERAL &5 Domains + Create

# Dashboard

& Domains A domain represents a service, e.g. VPN or website that you want to protect. It contains a collection of users and token
policies.

& Users

& Logs

SETUP
& Administrators

2 Settings You haven't created any domains yet.

=+ Create your first domain

4. Enter a name and optionally pick an icon

ﬁ L[}g|ﬂTE Example Inc. & Docs . Support & administrator@example.com =

GENERAL «t Domains / Create Domain Cancel

# Dashboard
Name Name

Thedomain namewmappear

on authentication requests (e.g.

& Users Office VPN)
& Logs
Icon @ Default () Custom
SETUP

The domain icon (e.g. your
organization logo) will appear
on authentication requests

4 Settings 0

& Administrators

3/35


https://cloud.logintc.com/
https://cloud.logintc.com/panel/login

5. Scroll down and click Create

Use Default Domain Settings
Domain settings can be modified at any time by navigating to Domains > Your Domain >
Settings.

Installation
1. Download the latest version of the LoginTC AD FS Connector
2. Run the installer file as a privileged administrator user on the Windows Server with the
AD FS role. Also ensure that the AD FS service is running prior to installing.
3. Press Next

ﬂ LoginTC AD FS Connector Setup — >

Welcome to the LoginTC AD FS
Connector Setup Wizard

The Setup Wizard will install LoginTC AD FS Connector an
your computer, Click Next to continue or Cancel to exit the
Setup Wizard.

Back Mext I | Cancel
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4. Read the License Agreement and press Next if you accept the terms.

ﬁ LeginTC AD F5 Connector Setup —

>
End-User License Agreement
Please read the following license agreement carefully 0 l
Y

End User License Agreement

BY DOWNLOADING, ACCESSING, INSTALLING OR USING THE
SCFIWARE AND DOCUMENTATICN ("SOFIWAERE™), YOU AGREEE
TC THE TEEMS OF THIS EULA. IF ¥OU DO HOT AGEEE TO
THE TERMS OF THIS EULA, DO NOT DOWNLOAD, INSTALL,
ACCESS5 OR USE THE SOFTWAERE. THIS EULA CONTAINS
DISCLATMERS OF WARRANTIES AND LIMITATICNS CF
LIABTLITY AND EXCLUSIVE REMEDIES. THE PROVISICHS
BELOW FORM THE ESSENTIAL BASIS OF OUR AGREEMENT.

I accept the terms in the License Agreement

Print Back Cancel

5. Change the LoginTC API Host only if you have a private enterprise LoginTC
deployment. Press Next:

ﬁ Configuration: LoginTC —

>
Configuration: LoginTC
Configure how the connector communicates with LoginTC 0 l

LoginTC API Host:

doud. logintc, com

The fully qualified domain name (FQDN) of the LoginTC API host. Change this only if you
hawe a private LoginTC enterprise deployment. The default public LoginTC API host is
doud.legintc,com,
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6. Enter your LoginTC Domain ID and Organization APl Key. These values are found

on your LoginTC Admin Panel. Press Next

ﬁ Configuration: LoginTC

Configuration: LoginTC

Configure how the connector communicates with LoginTC

R

Domain ID:

The 40-character hexadedmal LoginTC domain identifier.

AFI Key:

The &64-character alphanumeric LoginTC organization API key.

Cancel

7. Press Install. Note that the AD FS service will be restarted during installation and may

be temporarily unavailable to your users.

ﬁ LaginTC AD F5 Connector Setup

Ready to install LoginTC AD FS Connector

,6%

installation settings. Click Cancel to exit the wizard.

Click Install to begin the installation. Clidk Back to review or change any of your

Back Install

Cancel
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AD FS LoginTC MFA Configuration

Windows Server 2016 (AD FS version 4.0)

The instructions below are for AD FS (version 4.0) running on Windows Server 2016. If you
have AD FS (3.0) running on Windows Server 2012 R2, see AD FS Configuration in Two-

factor authentication for AD FS on Windows Server 2012 R2.

To configure your AD FS to use the LoginTC MFA method:

1. Open the AD FS Management console.

2. Click on the Services > Authentication Policies directory in the left side menu.

i ADFS
G File Action View Window Help
=2

~ ADFs
v [ Service
] Attribute Stores
| Authentication Methods
| Certificates
| Claim Descriptions
| Device Registration
| Endpoints
"] Scope Descriptions
| Web Application Proxy
| Access Control Policies
| Relying Party Trusts
| Claims Provider Trusts
| Application Groups

Authentication Methods

Authentication Methods Overview

Leam more
AD FS Help

Primary Authentication Methods

Primary authentication is required for all users trying to access applications that use AD FS
for authertication. You can use options below to configure settings for pimary
authentication methods.

Extranet Forms Authentication, Edit
Microsoft Passport Authentication
Intranet Forms Authentication.

Windows Authentication,
Microsoft Passport Authentication

Multi-factor Authentication Methods
*You can uze options below to configure settings for muttifactor authertication methods

Authertication Methods ~ Not configured Edit

*You can configure primary authentication methods and multifactor authentication methods.

Actions
Authentication Methods
Edit Primary Authenticat...
Edit Multi-factor Authen...
View
MNew Window from Here
& Refresh

Help

-

3. Click on Edit Global Multi-factor Authentication...
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4. Check LoginTC in the list of MFA methods.

Edit Authentication Methods >

Primary Muttifactor

Select additional authentication methods. You must select at least one of the following methods
to enable MFA:

[] Certificate Authentication
[ ] Azure MFA

What is multifactor authentication?

QK Cancel Apphy

5. Press Apply then Ok

6. Click on Relying Party Trusts in the left side menu

7. Select the Relying Party you wish to add LoginTC MFA to
Don’t have a Relying Party for WatchGuard Access Portal setup yet?
For instructions on configuring a Relying Party for Access Portal see
sections WatchGuard Access Portal Configuration and AD FS Relying_Party.
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8. Click on Edit Access Control Policy... under Actions in the right sidebar

9. Select an access control policy that uses MFA (e.g. Permit everyone and require

MFA)

Gl ADFS

\EFN& Action  View  Window

5|7 |E HE

[l ADFS
~ [ Service
[ ] Attribute Stores
[ ] Authentication Methods
[ ] Certificates
] Claim Descriptions
| Device Registration
] Endpoints
] Scope Descriptions
] Web Application Proxy
|| Access Control Policies
| Relying Party Trusts
] Claims Provider Trusts
| Application Groups

Help

Relying Party Trusts

Enabled

Display Name
WatchGuard Access Portal

Type

Identifier

-8 %

Actions

Relying Party Trusts -
Add Relying Party Trus...
View »
New Window from Here

& Refresh

Help

WatchGuard Access Portal &
Update from Federatio...
Edit Access Centrol Po...
Edit Claim Issuance Po...
Disable
Properties

x Delete
H Help
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10. Press Apply and OK

Edit Access Control Pelicy for Microsoft Office 365 ldentity Platform x

Access control policy

Choose an access control palicy:

MName Description

Permit evensone Grant access to everyone.

Permit evenvone and require MFA Grant access to everyone and requir...

Permit evenvone and require MFA for specific g...  Grant access to everyone and requir...
Permit everyone and require MFA from exdranet... Grant access to the intranet users an. ..
Permit everyone and require MFA from unauth...  Grant access to everyone and requir...
Permit everyone and require MFA, allow autom... Grant access to everyone and requir...

Pemit evenvone forintranet access Grant access to the intranst users.

Permit specific group Grant access to users of one or more. ..
Palicy

Permit users

and require multifactor authentication

QK Cancel Applhy

Your AD FS login will now present the user with a secondary LoginTC authentication page.

Configuration for WatchGuard Access Portal 2FA
Configure WatchGuard Access Portal for SAML Single Sign-On (SSO):
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1. Log in to your WatchGuard Fireware Web Ul:

@‘a'tchGuard'

User Name

admin

Passphrase

Authentication Server
Firebox-DB G

LOG IN
Al

O

2. Under Subscription Services click Access Portal:

@ﬁchGuard Fireware Web Ul T el @ ®
=

o ) LAST 20 MINUTES ~ (¥]
Subscription Services

Gateway AntiVirus
25 . e .
P Activity since last restart
K M scarned
o Viruses found: 0
2 Objects scanned: 0
o Objects not scanned: 0
Access Portal ) .
20 minutes aga Now Slgnatures
25
20 Installed version: 20180302.600
15 Il infected Last update: Fri, Mar 02 2018 10:17:57 AM
10 Version available: 20180302.600
o UPDATE
20 minutes aga Now

Intrusion Prevention Service

25 ] .
P Activity since last restart
15 Ml scarvied
" Scans performed: 0
2 Intrusions detected: 0
o Intrusions prevented: 0
20 minstes aga vew  QiAnat irec
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3. Click Enable Access Portal:

®§ch6uard'

Fireware Web Ul User: admin @ ®

Access Portal

Enable Access Partal

Applications User Connection Settings _

User Access

© Al applications are available to all users and groups authenticated with the VPN
Portal

Specify the applications available to each user and group

AUTHENTICAT]
APPLICATIONS
SERVER
web Oowa

Group RADIUS

ADD EDIT REMOVE

VPN Portal

Interface for Connections:
Any-External

Authentication Servers:
RADIUS

4. Click on the User Connection Settings tab:

> 5
@atchGuard

Fireware Web Ul User: admin @ ®

Access Portal

Enable Access Partal

Applications User Connection Settings
W
Web Applications and Application Groups

Specify the applications that appear in the VPN Portal. Applications appear in the
order specified in this list.

HOST
DESCRIPTION
LOCATION

Application
Applications Group

Web

Application https://office365.

Office 365

Web
m Ai“mﬁ" http://owa.exam|
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5. Scroll down and click Configure:

@ﬁchGuard'

6. Click on the SAML tab:

@ﬁcheuard

Fireware Web Ul User: admin @ ®

Portal
Specify the applications available to each user and group

AUTHENTICAT]
APPLICATIONS
SERVER
web OWA

Group RADIUS

ADD EDIT REMOVE

VPN Portal

Interface for Connections:
Any-External

Authentication Servers:
RADIUS
Firebox-DB

1 CONFIGURE

W

Fireware Web Ul User: admin @ ®

Access Portal / VPN Portal

Customization SAML
o

Genera

Authentication Servers

Specify the authentication servers to use for connections to the VPN Portal. The first
authentication server in the list is the default server.

AUTHENTICATION SERVER

Firebox-DB

Firebox-DB 4| ADD REMOVE MOVE UP MOVE DOWN

Interfaces

Specify the interfaces for connections to the VPN Portal. These interfaces will appear
in the "WG-VPN-Portal" alias. The "WG-VPN-Portal” alias is used in the "WatchGuard
SSLVPN" policy.

Any-External

Any-External +| ADD REMOVE
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7. Click Enable SAML.:

@gl':chGuard Fireware Web Ul User: admin @ ®

Access Portal / VPN Portal

To authenticate Access Portal users with SAML single sign-on, the Firebox exchanges
authentication information with an Identity Provider (IdP) you specify.

%Enable SAML

Service Provider (SP) Settings

To configure your Firebox as the SAML Service Provider, specify the name of your
IdP to appear as the authentication server name.

IdP Name
For the Host Name, specify a fully qualified domain name that resolves to the
Firebox external interface.
Host Name

After you save the configuration to your Firebox, follow the 1dP configuration
instructions at https:///auth/saml

Identity Provider (IdP) Settings

Specify the SAML connection settings for your third-party Identity Provider.

8. Complete the Service Provider (SP) Settings configuration:

@ﬁchGuard Fireware Web Ul T el @ ®

Access Portal / VPN Portal

To authenticate Access Portal users with SAML single sign-on, the Firebox exchanges
authentication information with an Identity Provider (IdP) you specify.

Enable SAML

Service Provider (SP) Settings

To configure your Firebox as the SAML Service Provider, specify the name of your
IdP to appear as the authentication server name.

IdF Name LoginTC

For the Host Name, specify a fully qualified domain name that resolves to the
Firebox external interface.

Host Name watchguard.example.com {m]

After you save the configuration to your Firebox, follow the IdP configuration
instructions at https://watchguard.example.com/auth/saml

Service Provider (SP) Settings:

Property Explanation Example
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Property Explanation Example

Idp Name to appear as the authentication server LoginTC

Name name

Host A fully qualified domain name that resolves to the watchguard.example.com
Name Firebox external interface

8. (Continued) Complete the Service Provider (SP) Settings configuration:

@'a’tchGuard’ Fireware Web Ul User: admin @ ®

For the Host Name, specify a fully qualified domain name that resolves to the
Firebox external interface.

Host Name watchguard.example.com

After you save the configuration to your Firebox, follow the 1dP configuration
instructions at https://watchguard.example.com/auth/saml

|dentity Provider (IdP) Settings
Specify the SAML connection settings for your third-party Identity Provider.

IdP Metadata URL | https:/fs.example.com/FederationMetz

Group Attribute Name memberOf

EDIT @
Identity Provider (IdP) Settings
Property Explanation Example
Idp AD FS Federation https://fs.example.com/FederationMetadata/2007-
ﬂ:fadata Metadata URL 06/FederationMetadata.xml
Group The name of the memberOf

Attribute  attribute returning
Name group claims

9. Click SAVE
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10. Navigate to SAML 2.0 Configuration for WatchGuard Access Portal page
(i.e. https://watchguard.example.com/auth.saml):

@ﬁchGuard Fireware Web Ul User: admin @ ®

For the Host Name, specify a fully qualified domain name that resolves to the
Firebox external interface.

Host Name watchguard.example.com

After you save the configuration to your Firebox, follow the IdP configuration
instructions at https://watchguard.example.com/auth/saml

- “ P T S l

11. Copy the SP metadata URL found under Option 1 and paste in your browser. Save
the file as metadata.xml.

SAML 2.0 Configuration for WatchGuard Access
Portal

After you enable SAML in the WatchGuard Access Portal configuration, you must
follow one of the procedures on this page to provide SAML configuration information
to your Identity Provider (IdP) administrator. The IdP administrator requires this
information to configure the Access Portal as a Service Provider (SP). To make sure
your |dP meets the requirements, see SAML Single Sign-On Requirements in Fireware
Heilp.

Option 1

If your IdP accepts SP metadata, provide this URL to your IdP administrator.

https://watchguard.corp.cyphercor.com/auth/saml/me m

Option 2
Provide these details to your IdP administrator.

SAML Entitv ID

WatchGuard SAML Configuration

WatchGuard Access Portal is now configured to use your AD FS server to perform
authentication. In the next section the metadata.xml file will be used to configure AD FS to
properly authenticate WatchGuard Access Portal requests.

AD FS Relying Party
To configure a WatchGuard Access Portal Relying Party in AD FS:

1. Open the AD FS Management console.
2. Click on Relying Party Trusts in the left side menu
3. Click on Add Relying Party Trust...
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4. Select Claims Aware

i Add Relying Party Trust Wizard *
Welcome

Steps
@ Welcome

Welcome to the Add Relying Party Trust Wizard

Claims-aware applications consume claims in security tokens to make authentication and
authorization decisions. Non-claims-aware applications are web-based and use Windows
Integrated Authentication in the internal network and can be published through Web Application
Prouy for extranet access. Learn more

@ Select Data Source

@ Choose Access Control
Palicy

® Readyto Add Trust (®) Claims aware

@ Finish () Non claims aware

< Previous Cancel

5. Click Start
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6. Select Import data about the relying party from a file and then browse the

where metadata.xml from the final section of WatchGuard Access Portal

Configuration is saved.

Select Data Source

Steps
@ Welcome
@ Select Data Source

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

% Add Relying Party Trust Wizard

Select an option that this wizard will use to obtain data about this relying party:

(O Import data about the relying party published online or on a local network

Use this option to import the necessary data and cerificates from a relying party organization that publishes

its federation metadata online or on a local network.

Federation metadata address (host name or URL):

Example: fz.contoso .com or hittps://www contoso .com/app

(®) Import data about the relying party from a file

Use this option to import the necessany data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not

validate the source of the file.

Federation metadata file location:

|C:"-4'netadata ml

Browse...

(Z) Enter data about the refying party manually

Use this option to manually input the necessary data about this relying party organization.

< Previous

MNexd > Cancel

7. Click Next
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8. Enter a Display name (for example: watchGuard Access Portal):

i Add Relying Party Trust Wizard

Specify Display Name

Steps Enter the display name and any optional notes for this relying party.

@ Welcome Lisplay name:

@ Select Data Source WatchGuard Access Portall

@ Specify Display Name Notes:

@ Choose Access Contral
Policy

@ Readyto Add Trust
@ Finish

< Previous MNexd > Cancel

9. Click Next
10. Under Choose an access control policy select Permit everyone and require MFA

@ Select Data Source i
Pemiit everyone

@ Specify Display Name Pemit everyone and require MFA
@ Choose Access Cortrol Pemit everyone and require MFA for specific group
Policy Pemit everyone and require MFA from extranet access
Pemit everyone and reguire MFA from unauthenticated devices

@ Readyto Add Trust
Pemit everyone and reguire MFA, allow automatic device registr...

Grant access to everyone.

Grant access to everyone and requi
Grant access to everyone and requir
Grant access to the intranet users ar
Grant access to everyone and requir
Grant access to everyone and requir

3 Add Relying Party Trust Wizard X
Choose Access Control Policy
Steps -~
Choose an access control policy:
Welcome
@ Name Description 2

and require muttifactor authentication

@ Finish Pemit everyone forintranet access Grant access to the intranet users.
Parmit smanfin armm (Grmrt mrmass tr o sars ~f Ams e mere
< >

Palicy
Pemit users

application.

|:| | do mot want to corfigure access control policies at this time. Mo user will be permitted access for this

< Previous Next > Cancel
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11. Click Next

Ready to Add Trust

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

i Add Relying Party Trust Wizard

The relying party trust has been corfigured. Review the following settings, and then click Mext to add the
relying party trust to the AD FS corfiguration database.

Moritoring  |dertifiers Encryption  Signature  Accepted Claims = Organization  Endpoints  Mote
Specify the monitoring settings for this refying party trust.
Relying party’s federation metadata URL:

This relying party’s federation metadata data was last checked on:

< NEVEr >

This relying party was last updated from federation metadata on:

< NEVer >

< Previous Mext > Cancel

3
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12. Click Close

Finish

Steps

@ Welcome

@ Select Data Source

@ Specify Display Name

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

i Add Relying Party Trust Wizard

The relying party trust was successfully added.

Corfigure claims issuance policy for this application

G ADFS

wFI‘E Action  View  Window

|2 HE

[l ADFs
~ [ Service
|71 Attribute Stores
[ ] Authentication Methods
[ ] Certificates
] Claim Descriptions
| Device Registration
] Endpoints
] Scope Descriptions
] Web Application Proxy
[ Access Control Policies
| Relying Party Trusts
] Claims Provider Trusts
| Application Groups

Help

Actions

Relying Party Trusts -
Add Relying Party Trus...
View »
New Window from Here

1 Refresh

Help

WatchGuard Access Portal &
Update from Federatio...
Edit Access Control Po...
Edit Claim Issuance Po...
Disable
Properties

x Delete

ﬂ Help

13. Select the Relying Party just created
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14. Click on Edit Access Control Policy... under Actions in the right sidebar

Gl ADFS — m] x
\EFN& Action  View Window Help -8 %

5|7 |E HE

[l ADFs Relying Party Trusts Actions

~ [ Service N
[ ] Attribute Stores Display Name Relying Party Trusts -
[ ] Authentication Methods WatchGuard Access Portal - Add Relying Party Trus...
[ ] Certificates
] Claim Descriptions
| Device Registration

View »

New Window from Here

] Endpoints |G Refresh
::| Scope Descriptions Help
] Web Application Proxy
[ "] Access Control Policies WatchGuard Access Portal &

| Relying Party Trusts
] Claims Provider Trusts
| Application Groups

Update from Federatio...
Edit Access Centrol Po...
Edit Claim Issuance Po...
Disable
Properties

x Delete

ﬂ Help

15. Select an access control policy that uses MFA (e.g. Permit everyone and require
MFA)
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16. Press Apply and OK

Edit Access Control Pelicy for Microsoft Office 365 ldentity Platform x

Access control policy

Choose an access control palicy:

MName Description

Permit evensone Grant access to everyone.

Permit evenvone and require MFA Grant access to everyone and requir...
Permit evenvone and require MFA for specific g...  Grant access to everyone and requir...
Permit everyone and require MFA from exdranet... Grant access to the intranet users an. ..

Permit everyone and require MFA from unauth...  Grant access to everyone and requir...
Permit everyone and require MFA, allow autom... Grant access to everyone and requir...

Pemit evenvone forintranet access Grant access to the intranst users.

Permit specific group Grant access to users of one or more. ..
Palicy

Permit users

and require multifactor authentication

QK Cancel Applhy

Next you will need to configured the AD FS Claims for your WatchGuard Access Portal
Relying Party.

AD FS Claims
WatchGuard Access Portal requires the following claims to be configured:

Claim 1: LDAP Attribute for SAM-Account-Name
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1. Click on Relying Party Trusts in the left side menu

~ [ Service

[ ] Attribute Stores Display Name Enabled
[ ] Authentication Methods WatchGuard Access Portal
[ ] Certificates
] Claim Descriptions
| Device Registration
] Endpoints
] Scope Descriptions
] Web Application Proxy

|| Access Control Policies

| Relying Party Trusts

] Claims Provider Trusts

| Application Groups

Type

[l ADFS Relying Party Trusts

Identifier

Gl ADFS — m] x
% File Action View Window Help -8 %
9| 2@ B

Actions

Relying Party Trusts

Add Relying Party Trus...

View

New Window from Here

& Refresh
Help

WatchGuard Access Portal

-

Update from Federatio...

Edit Access Centrol Po...

Edit Claim Issuance Po...

Disable

Properties
x Delete
H Help

2. Select the WatchGuard Access Portal Relying Party
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3. Click on Edit Claims Issuance Policy... under Actions in the right sidebar

lssuance Transform Rules

Edit Claim Issuance Policy for WatchGuard Access Portal

The following transform rules specify the claims that will be sent to the relving party.

Order  Rule Name lssued Claims
Add Rule... Edit Rule... Remove Rule. ..
QK Cancel Applhy

Pt

4. Click Add Rule
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5. Select Send LDAP Attributes as Claims and click Next

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

@ Add Transform Claim Rule Wizard

Select the template for the claim rule that you want to create from the following list. The description provides
details about each claim rule template.

Claim rule template:
Send LDAP Attributes as Claims

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the refying party. Multiple attributes may be sent as
muttiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayName and telephoneNumber
Active Directory attibutes and then send those values as two different outgeing claims. This rule may also
be used to send all of the user's group memberships. if you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

< Previous Mext > Cancel

6. Enter a Claim rule name (for example, Given Name LDAP Query)
7. Under LDAP Attribute enter SAM-Account-Name
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8. Under Outgoing Claim Type enter Given Name

% Add Transform Claim Rule Wizard x

Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

*You can corfigure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
to extract LDAF attributes. Specify how the attributes will map to the outgeing claim types that will be issued
from the nule.

Claim rule name:

|Gi\ren MName LDAP Query

Rule template: Send LDAP Attributes as Claims

AMtribute store:
|Select an attribute store... ~ |

Mapping of LOAP attributes to cutgoing claim types:

IE;E&RFPFI;MFB;'bLﬂe (Select ortype to COutgaing Claim Type (Select or type to add more)
SAM-Accourt-Name ~ | Given Name ~
(3] s R

<Previous | [ Finsh ]| Cance
9. Click Finish
Claim 2: Transform Given Name to Name ID
1. Click on Relying Party Trusts in the left side menu
i ADFS - ul X

%Fl\e Action  View Window Help

|2 HE

[T ADFS
v [ Service
|7 Attribute Stores
] Authentication Methods
[ Certificates
[ "] Claim Descriptions
[ ] Device Registration
[ ] Endpoints
[ ] Scope Descriptions
] Web Application Proxy
] Access Control Policies
| Relying Party Trusts
7] Claims Provider Trusts
71 Application Groups

Display Name Enabled

Type

Identifier

Relying Party Trusts I Actions

| | ReingPary Trusts &

Add Relying Party Trus...
View »
New Window from Here

|G Refresh

n Help

| WatchGuard Access Portal 21|
Update from Federatio...
Edit Access Control Po...
Edit Claim Issuance Po...
Disable
Properties

x Delete

n Help
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2. Select the WatchGuard Access Portal Relying Party

3. Click on Edit Claims Issuance Policy... under Actions in the right sidebar

Edit Claim Issuance Policy for WatchGuard Access Portal

lssuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

1 Given Mame LDAP Guery Given Mame

Order  Rule Name lssued Claims

Edit Rde.. | | Remove Rule...

oK

Cancel

Apply

Pt

4. Click Add Rule
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5. Select Transform an Incoming Claim and click Next

@ Add Transform Claim Rule Wizard x

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Transform an Incoming Claim ~

Claim rule template description:

Using the Transform an Incoming Claim rule template you can select an incoming claim, change its claim
type, and optionally change its claim value. For example, you can use this rule template to create a nule
that will send a role claim with the same claim value of an incoming group claim. You can also use this
rule to 2end a group claim with a claim value of "Purchasers™ when there iz an incoming group claim with
a value of "Admins". Multiple claims with the same claim type may be emitted from this rule. Sources of
incoming claims vary based on the rules being edited.

< Previous Mext > Cancel

6. Enter a Claim rule name (for example, Transform Given Name to Name ID)
7. Under Incoming claim type enter Given Name
8. Under Outgoing claim Type enter Name ID
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9. Select Pass through all claim values

% Add Transform Claim Rule Wizard x
Configure Rule

Steps *You can configure thig nule to map an incoming claim type to an outgeing claim type. As an option, you can
@ Choose Rule Type also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a new claim value.

@ Configure Claim Rule
Claim rule name:

Transform Given Mame to Name 10| |

Rule template: Transform an Incoming Claim

Incoming claim type: |Given Name ~ |
[nspeciied]

Cutgoing claim type: |NE|me In} - |

Outgoing name |D format: Lln —— V|

(® Pass through all claim values
() Replace an incoming claim value with a different outgoing claim value

value: Browse...

() Replace incoming e-mail suffic claims with a new e-mail suffec

lew e-mail suffi:

< Previous Cancel

10. Click Finish

Claim 3: Group Membership Claim

1. Click on Relying Party Trusts in the left side menu

G ADFS — m] X
\EH\E Action  View Window Help - &%

|2 HE

[l ADFs Relying Party Trusts Actions

~ [ Service N
[ Attribute Stores Display Name Enabled  Type  Identfier Relying Party Trusts -
[ ] Authentication Methods ard Access Portal Add Relying Party Trus...
] Certificates View R

] Claim Descriptions
| Device Registration

New Window from Here

] Endpoints 1 Refresh

::] Scope Descriptions Help

] Web Application Proxy
1 Access Control Policies WatchGuard Access Portal &
| Relying Party Trusts Update from Federatio...

] Claims Provider Trusts

] Application Groups Edit Access Control Po..

Edit Claim Issuance Po...
Disable
Properties

x Delete

ﬂ Help
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2. Select the WatchGuard Access Portal Relying Party

3. Click on Edit Claims Issuance Policy... under Actions in the right sidebar

Edit Claim Issuance Policy for WatchGuard Access Portal

lssuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lssued Claims
1 Given Mame LDAP Guery Given Mame
2 Transform Given Mame to Name 1D Mame ID

: Add Rule... Edit Rule... Remove Rule. ..

oK

Cancel

Apply

Pt

4. Click Add Rule
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5. Select Send Group Membership as a Claim

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

@ Add Transform Claim Rule Wizard

Select the template for the claim rule that you want to create from the following list. The description provides
details about each claim rule template.

Claim rule template:
Send Group Membership as a Claim

Claim rule template description:

Using the Send Group Membership as a Claim rule template you can select an Active Directory security
group to send as a claim. Only a single claim will be emitted from this rule, based on the group selected.
For example, you can use this rule template to create a rule that will send a group claim with a value of
"Admin" if the user iz a member of the "Domain Admins™ security group. This rule template should only be
used for users of the local Active Directory Domain.

< Previous Mext > Cancel

6. Enter a Claim rule name (for example, Ssend Group Membership as Claim)
7. Under User’s group click Browse and select the group configured for WatchGuard

Access Portal

8. Under Outgoing claim type enter memberOf
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9. Under Outgoing claim value enter the name of the group. This should match exactly

the name configured in the WatchGuard Access Portal

Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

@ Add Transform Claim Rule Wizard X

“You can configure this rule to send a claim based on a user’s Active Directory group membership. Specify the
group that the useris a member of, and specify the outgoing claim type and value to issue.

Claim rule name:

Send Group Membership as Claim |

Rule template: Send Group Membership as a Claim

User's group:
[coRP\LoginTC-550 || Browse..

COutgoing claim type:
|member0f w |

Outgoing claim value:
[LoginTC-550]

< Previous Cancel

10. Click Finish

Additional AD FS Groups

If your WatchGuard Access Portal is configured with multiple groups, subsequent groups

can be added as claims following the same procedure listed above

With these claims configured you are now ready to test logging into the WatchGuard
Access Portal using LoginTC and AD FS.

33/35



Edit Claim |ssuance Pelicy for WatchGuard Access Portal ot
lzsuance Transform Rules
The following transform rules specify the claims that will be sent to the relving party.

Order  Rule Mame lssued Claims

1 Given Mame LOAP Queny Given Name

2 Transform Given Mame to Mame (D MName |D

3 Send Group Membership as Claim memberJf

Add Rule... Edit Rule... Remove Rule...

QK Cancel Apphy

Logging
The LoginTC AD FS Connector logs events to the Microsoft Event Viewer

under Applications and Service Logs — LoginTC. In some cases, it may be helpful to
also look at the general AD FS logs under Custom Views — ServerRoles — Active

Directory Federation Services.
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] Event Viewer - m] *
File Action View Help
&= | 7|
[2] Event Viewer (Local) LoginTC  Mumber of events: 7
[ Custom Views .
[ Windows Logs Level Date and Time Source Event ID  Task Cat...
w [ = Applications and Services Logs ®\nformatlon 1/11/2018 2:03:47 PM LoginTC AD FS Connector 0 None
1 ADFs @\nfnrmatinn 1/11/2018 9:03:39 PM LoginTC AD FS Cannector 0 MNone
1 Device Registration Service (D) Information ~ 1/11/2018 8:57:34 PM LoginTC AD FS Connector 0 Nene
1 Forefront Identity Manager Synchronization || (IRl 1/11/2018 8:52:40 PM LoginTC AD FS Connector 0
f&] Hardware Events (D) Information  1/11/2018 &:52:28 PM LoginTC AD FS Connector 0 MNone
[ Internet Explorer (Dinformation  1/11/2018 &:51:46 PM LoginTC AD FS Connector 0 MNone
[7] Key Management Service (D) Information  1/11/2018 £:50:23 PM LoginTC AD FS Connector 0 None
] LoginTC
| Microsoft
| Microsoft Azure AD Sync/Debug
| Microsoft Azure AD Sync/Operational
g Windows PowerShell
[ Subscriptions
Event 0, LoginTC AD FS Connector x
General Details
~
Successfully authenticated LOGINTCDEMO\jdoe
Log Name: LoginTC
Source: LoginTC AD FS Connector  Logged: 1/11/2018 8:52:40 PM
Event ID: 0 Task Category: Mone
Level: Information Keywords: Classic
User: N/A Computer: w-2016-adfs-1.legintcdemo.com ©

Uninstallation

To uninstall the LoginTC AD FS Connector, simply navigate to the Add or remove
programs in the Windows Control Panel, find LoginTC AD FS Connector in the list and
follow the prompts.

Prior to Uninstalling
Prior to uninstalling the LoginTC AD FS Connector, ensure that the LoginTC MFA method is

not being used in any of your AD FS authentication policies. The uninstallation will fail if the
LoginTC MFA method is being used in any of your AD FS authentication policies.

Troubleshooting
Email Support
For any additional help please email support@cyphercor.com. Expect a speedy reply.
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